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[

Government-State/Local
Water

Education
Government-Federal
Agriculture and Food
Communications
Transportation Systems
Healthcare and Public Health
Defense Industrial Base
Energy

Commercial Facilities
Critical Manufacturing
Chemical

Banking and Finance

Information Technology

Source: CERT CMU
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Industry Sector (101 Cases of Theft of IP)
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INtro

Location of Insider Attack (79 Cases of Theft of IP)

On-Site and Remote

Remote

On-Site
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INtro

* Trusted business partners accounted for over 17% of
attackers (i.e., 98 of the 103 cases) and former employees
accounted for 21%. (Employment status was known in 100
of the 103 cases)

* Over 30% of insider theft of IP cases were detected by non-
technical means, while fewer than 6% cases were detected
by a software solution.

* The financial impact of these attacks is substantial. The
impact was over $1,000,000 USD in 48% of cases and over
$100,000 in 71% of insider theft of IP cases. (Financial
impact was known in 35 of the 103 cases)
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Why?

* |t's easy...

* Personal benefit...

* Disgruntled employees...
* Judicial System

 Lack of information classification...

e Misunderstood between what’s Intelectual
Property (Company Info vs Personal Info)
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Law

Lei do Cibercrime (Lei n2 109/2009)
Artigo 42

Quem, sem permissao legal ou sem para tanto estar
autorizado pelo proprietario, por outro titular do
direito do sistema ou de parte dele, apagar, alterar,
destruir, no todo ou em parte, danificar, suprimir ou
tornar nao utilizaveis ou nao acessiveis programas
ou outros dados informaticos alheios ou por
qualquer forma lhes afectar a capacidade de uso, é
punido com pena de prisao até 3 anos ou pena de
multa.
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Law

Lei do Cibercrime (Lei n2 109/2009)
Artigo 52
Quem, sem permissao legal ou sem para tanto estar autorizado
pelo proprietario, por outro titular do direito do sistema ou de
parte dele, entravar, impedir, interromper ou perturbar
gravemente o funcionamento de um sistema informatico,
através da introducao, transmissao, deterioracao, danificacao,
alteracao, apagamento, impedimento do acesso ou supressao
de programas ou outros dados informaticos ou de qualquer
outra forma de interferéncia em sistema informatico, é punido
com pena de prisao até 5 anos ou com pena de multa até 600

dias. y |
DATA SeCURIT //




Law

Lei do Cibercrime (Lei n2 109/2009)
Artigo 62
Quem, sem permissao legal ou sem para tanto
estar autorizado pelo proprietario, por outro
titular do direito do sistema ou de parte dele,
de qualquer modo aceder a um sistema
informatico, € punido com pena de prisao atée 1
ano ou com pena de multa até 120 dias.
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Law

Codigo Penal (Crimes contra a propriedade)
Artigo 2032 (Furto)

Quem, com ilegitima intencao de

apropriacao para si ou para outra pessoa,

subtrair coisa movel alheia, € punido com

pena de prisao até 3 anos ou com pena de
multa.
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How?

Do you need to be a geek?
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How?

Does not seem so...
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Does not seem so...
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Evidence (Areas)

* Registry

* Recent Files

* Link Files

* Prefetch
 USBStor : -
* Event Logs
 E-Mail

* Timeline

e Stochastic Forensics

DAT/-—




Registry

Windows Registry is a hierarchical database that
stores configuration settings and options on
Microsoft Windows operating systems. It contains
settings for low-level operating system components
and for applications running on the platform that
have opted to use the Registry. The kernel, device
drivers, services, SAM, user interface and third
party applications can all make use of the Registry.

The Registry also provides a means to access
counters for profiling system performance.




Registry

Root Keys
* HKEY_ _LOCAL_MACHINE - stores settings that are specific to the

local computer.

* HKEY_ CURRENT_USER - stores settings that are specific to the
currently logged-in user

* HKEY_CLASSES ROOT - contains information about registered

applications, such as file associations and OLE Object Class IDs, tying
them to the applications used to handle these items.

* HKEY_USERS - contains subkeys corresponding to the
HKEY_CURRENT_USER keys for each user profile actively loaded on
the machine
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Registry

Files

Path — %SystemRoot%\System32\Config\

e Sam—HKEY_ LOCAL_MACHINE\SAM

e Security — HKEY LOCAL_MACHINE\SECURITY

e Software — HKEY LOCAL MACHINE\SOFTWARE
e System—HKEY LOCAL MACHINE\SYSTEM

Path — %USERPROFILE%\

* Ntuser.dat — HKEY_USERS\<User SID> (linked to by
HKEY CURRENT_USER)
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Registry

Open Source

. Forensic Registry EDitor (fred) - "Forensic Registry EDitor (fred) is a cross-platform M$ registry hive editor" by Daniel Gillen
. libregfi - The regfi library is a read-only NT registry library which serves as the main engine behind the reglookup tool
. reglookup — "small command line utility for reading and querying Windows NT-based registries."

. regviewer — a tool for looking at the registry.

. RegRipper — "the fastest, easiest, and best tool for registry analysis in forensics examinations."

. Parse::Win32Registry Perl module.

. python-registry Python module.

. Registry Decoder offline analysis component, by Andrew Case

. RegDecoderlive live hive acquisition component, by Andrew Case

. libregf - Library and tools to access the Windows NT Registry File (REGF) format

. Registryasxml - Tool to import/export registry sections as XML

. kregedit - a KDE utility for viewing and editing registry files.

. ntreg a file system driver for linux, which understands the NT registry file format.

Commercial

. Regisry Manager

. Abexo Free Regisry Cleaner
. Auslogics Registry Defrag

. Alien Registry Viewer

. NT Registry Optimizer

. iExpert Software-Free Registry Defrag
. Registry Recon

. Registry Undelete (russian)
. Windows Registry Recovery
. Registry Tool

9-Mar-15
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Recent Files

(NTUSER.DAT) Gets user's Adobe Reader
cRecentFiles values

Most recent PDF opened: Sat Dec 20 13:03:15
2014 (UTC)

e ¢l /C/Data/04 - Courses/Security/02 - SSL.pdf

« ¢c10 /E/[O’Reilly] - Beautiful Code - [Oram,
Wilson].pdf

 c11 /E/eBooks/kyrylkov-ms-thesis.pdf
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Link Files

« Contains information about itself (names,
dates)

« Contains information about the target file
(names, dates)

« Can be carved from unallocated space
 Has a owner

e Contains information about volume name and
path

\NSPIRNG
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Prefetch Files

Each time you turn on your computer,
Windows keeps track of the way your
computer starts and which programs you
commonly open. Windows saves this
Information as a number of small files In

the

orefetch folder. The next time you turn

on your computer, Windows refers to these

fi

es to help speed the start process.
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Prefetch Files

Prefetch files contain the
, a Unicode list of DLLs used
by that executable, a count of how many
times the executable has been run, and
a
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USBStor

5 Keys to understand USB Devices
o SYSTEM\CurrentControlSet\Enum\USBSTOR

Contains Vendor, Model a@f\the USB




USBStor

5 Keys to understand USB Devices
o SYSTEM\MountedDevices

Match SN of USB device to drive letter

\NSPIRNE




USBStor

5 Keys to understand USB Devices

 NTUSER.dat\Software\Microsoft\Windows)\
CurrentVersion\Explorer\MountPoints2

* Which user was logged in and active when
the usb device was connected

G
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USBStor

5 Keys to understand USB Devices
* ROOT\Windows\inf\setupapi.dev.log

 When the device was first connected
(Local System Time, not UTC)

G
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Event Logs

The value os Event Logs depends a lot on
which Logs are enable and if there’s any
retension of Logs.

- Logon / Logoff

- Object Access

- Account Management
- Application

- Etc DATA SECUR‘TY ‘
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E-Mall

Used to send IP files to personal emalll
* E-mail clients (Outlook, etc)

* Rebuild internet pages from temp files
(webmail)
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a list of events in chronological
order, sometimes described as a
project artifact.
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Timeline

Web Based il Chat / Webmail Chat and
m E-mail E-mail Calendar Memory Artifacts IM
7 File Open / Save E-mail Skype Index.dat/ Downloads.s
Download MRU History Places.sqlite glite
Program - LastVisited RunMRU Start- MUI Win7 Jump
UserAssist MRU Span Cathic it Prefetch
N "~ Recent Office Recent Shell Link . ]
Bl e bags Ele Jump Lists Prefetch Index.dat file://
Deleted File or XP Search Win7 Search — Last Visited b Vista/Win7 Recycle Browser
File Knowledge - ACMRU WordWheelQuery MRU : Thumbnails Bin Artifacts
\ Physical : Wireless VISTA/Win7 - Browser Search
"~ Location > Timezone SSID Network History Cookies Terms
USB Key Key First/ Last Volume Drive p— P&P Event
Identification Times User Name Letter Link Files Log
Account Usage Last Last Failed Last Password Group
(SAM) Login Login Change Membership
Account Usage Success / Logon RDP Account Logon/ Rogue Local
(EVT) Fail Logons Types Usage Authentication Accounts

Session Flash & Super Suggested Memory Fragments
Restore Cookies Sites of Private Browsing

9-Mar-15
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Timeline

date time MACB sourcetype type short

7/20/2008 1:27:40 MACB XP Prefetch Last run EXCEL.EXE-1C75F8D6.pf: EXCEL.EXE was executed

7/20/2008 1:27:40 .AC. NTFSSMFT $S1 [.AC.] time C:/Program Files/Microsoft Office/Office/EXCEL.EXE

7/20/2008 1:27:40 .AC. UserAssist key Time of Launch  UEME_RUNPATH:C:/PROGRA™1/MICROS~2/Office/EXCEL.EXE

7/20/2008 1:28:03 ..CB  Shortcut LNK Created C:/Documents and Settings/Jean/Desktop/m57biz.xls

7/20/2008 1:28:043/MACB NTFS SMFT SSI [MACB] time C:/Documents and.Settings/Jean/Application Data/Microsoft/Office/Recent/Desktop.INK

7/20/2008 1:28:03 MACB FileExts key Extension Change(File extension .xls opened by EXCEL.EXE

7/20/2008 SOFTWARE key Last Written SOFTWARE\Microsoft\Windows\CurrentVersion\Run
7/20/2008 Memory Process Process Started  winsvchost.exe|1556]1032| | 0x02476768

7/20/2008 Memory Socket  Socket Opened  4]134.182.111.82:443 | Protocol: 6 (TCP) |0x8162de98| | |
7/20/2008 XP Prefetch Last run WINSVCHOST.EXE-1C75F8D6.pf: EXCEL.EXE was executed
7/20/2008 1:28:03 ..CB  Shortcut ENK Created C:/Documents and Settings/lean/Desktop/m57biz.xls
7/20/2008 1:28:03 .A.. Shortcut LNK Access C:/Documents and Settings/Jean/Desktop/m57biz.xls
7/20/2008 1:28:04 MAC. NTFS SMFT $S1[MAC.] time  C:/Documents and Settings/Jean/Application Data/Microsoft/Office/Recent/m57biz.LNK
7/20/2008 1:28:04 ..C.  NTFS SMFT 8S1[..C.] time C:/Documents and Settings/Jean/Local Settings/History/History.IES/MSHist01200807202008!
7/20/2008 1:28:04 ..C.  NTFS SMFT 8SI[..C.] time C:/Documents and Settings/Jean/Local Settings/History/History.IE5/MSHist01200807202008
7/20/2008 1:28:04 MACB RecentDocskey  File opened Recently opened file of extension: .xls - value: m57biz.xls

A 5 ecJU RITY
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Stochastic Forensics

Stochastic forensics is a method
to forensically reconstruct digital activity
lacking artifacts, by analyzing emergent
properties resulting from
the stochastic nature of modern computers.
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Stochastic Forensics

The statistical distribution of file systems metadata is
affected by such large scale copying. By analyzing
this distribution, stochastic forensics is able to
identify and examine such data theft. Typical file
systems have a heavy tailed distribution of file
access. Copying in bulk disturbs this pattern, and is
consequently detectable.
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Countermeasures

« Human Resources Motivation
« DLP (Data Loss Prevention)
* Logs
« Security Policies
 Audits




Q&A

Thanks!

— avid Marques
| dmarques@drc.pt
www.drc.pt
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